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Abstract

This paper describes a new computationally efficient private information retrieval protocol for one g-ary symbol retrieving.
The main advantage of the proposed solution lies in a low computational complexity of information extraction procedure, as
well as the constructive simplicity and flexibility in choosing the system parameters. Such results are based on cosets
properties. The proposed protocol has communication complexity slightly worse than the best schemes at the moment, which
is based on locally decodable codes, but it can be easily built for any parameters of the system, as opposed to codes. In
comparison with similar solutions based on polynomials, the proposed method gains in computational complexity, which is
important especially for servers which must service multiple requests from multiple users.

Keywords
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AHHOTANMSA

[IpensoxeH HOBBIN BBIYUCIUTENBHO-3((GEKTHBHBINA MPOTOKONI KOH(DHUACHINAIHHOTO H3BIICUCHU HMHMOPMALMH U3 yIaJICH-
HoOU 6a3bl maHHBIX. OCHOBHOE TOCTOMHCTBO NPEIIaraeéMoro PEeIICHUS] COCTOUT B HU3KOW BBHIYMCIUTEIBHON CIOKHOCTH MPO-
[eTyphl M3BICUCHUS WHPOPMAIMH, a TAKKE B KOHCTPYKTHBHOW MPOCTOTE M TMOKOCTH BBIOOpA MapaMeTpOB CUCTEMBI. Pe-
3yJBTaThl TONYYEHBI OJlarojapsi MCIOJNB30BAHUIO CBOMCTB OpOHT NEHCTBUS Tpynn ['amya KOHEYHBIX PACIIMPEHHHA ITOJIS
GF(g). Haunydrmum CymiecTBYIONMM Ha JaHHBII MOMEHT KOJOBBIM PCIICHHSM CXEMa YCTYIaeT MO0 KOMMYHUKAI[HOHHOM
CJI0)KHOCTH HE3HAYHUTENILHO, HO MPH 3TOM MMEET KOHCTPYKTUBHYIO MPOICIYPY MOCTPOCHUS IS JOOBIX JOMYCTHMBIX Hapa-
MeTpoB. [10 CpaBHEHUIO ¢ CyLIECTBYIOIIMMHU PEIICHUSMH, OCHOBAaHHBIMHU Ha CBOMCTBAX MOJMHOMOB, IIPEUIOKEHHBIN NPOTO-
KOJI HMEET MEHBLIYIO BBIYUCIUTEIBHYIO CII0KHOCTD, YTO, O€3YCIOBHO, SBIISIETCSI BAXKHBIM (DAaKTOPOM MJIsl CEPBEPHOM 4acTH,
KOTOpasi T0JbKHA 00CITy)KUBAaTh MHOKECTBEHHBIE 3asBKH.

KiroueBsble ciioBa

MIPOTOKOJI KOHPHUICHIINAIBLHOTO W3BJICYSHUS HH(OPMALIUH, HHTSPIOISALUS TOJTUHOMOB, JlarpaHx, opOUTHI AEHCTBUS TPyl
lNa;mya KOHEUHBIX pacIIMPEHUH TOJIs, JOKAJIBbHO-AEKOIUPYEMbIE KOJbI
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Introduction

The private information retrieval (PIR) concept was proposed by Chor, Goldreich, Kushilevitz and
Sudan [1]. Authors were the first who has considered the problem of anonymity between data owner and data
consumer, from the point of view of the user’s security. They formalize the following problem: user would like
receive some data from database without revealing its interest to database owner. More formal the problem could
be presented in a following way: server holds N-bit string X, a user wishes to retrieve x; and keeps i private,
without requesting all N-bits.

Complexity of PIR schemes includes two components: computation complexity is presented by a
server’s costs for calculating answer on the user’s query by whole database; and communication complexity is
presented by network overhead including lengths of queries and answers.

Existing Schemes

All known PIR protocols realization can be divided into two classes: single-server protocols (see
[2-10]) and multi-servers ones (see [11-14]).

Single-server solutions have two main advantages: they do not require replication of the original
database, and among them there are solutions with the lowest known communication complexity at the moment.
However, they also have several disadvantages: for all these systems, security is based on the assumptions of the
computational hardness of some problems; in addition, communicatively effective solutions have high
computational complexity of both server and client side, which greatly reduces their practical applicability, as
they either require the use of expensive hardware or time-consuming.

The multi-server systems can be divided into two classes: the first is based on the arithmetic of
polynomials, and the second - on locally decodable codes. Multi-servers PIRs have the following advantages:
they can be proved as information-theoretic secure, they have low computational complexity (both on the client
and on the server side), that is essential for practical implementation. Minimum known communication
complexity provides an approach based on locally decodable codes (LDC), but at the moment there is no
constructive algorithm for generating such codes with arbitrary parameters.

By estimating asymptotic behavior of communication complexities it could be concluded that PIRs
from matching vectors codes are the most efficient construction, but there is no constructive procedure
generating code for any parameters. There are only some examples of codes, and proof of existence, but the only
known approach of code’s construction is the exhaustive search. The main goal of proposed solution is to
minimize calculation complexity without significant lost in communication complexity. The main advantage of
proposed approach is constructive procedure for scheme with any parameters. There is description of this
procedure in next section by the Initialization Stage.

Description of new private information retrieving protocol

The proposed PIR is described according to standard scheme stages.
Stage 1. Initialization

An element u; is associated with every j-th position j € {1,2, ...,n} of data vector X = {x;, x,,,x,,} that is
u; treated as a vector of Hamming weight w and length I:

. . , !
jow =@ u®, . u ), u? € (0,1} € GF(g), we(w) = w, (W) > n.

|
Set r = w + 1, where 7 is the number of servers from which we can obtain responds.
MONNeY MG
. . . . oy j
As in previous works [11, 12] each vector u; is mapped to monomial m; = z,”" z,° --z,’,

Now the database can be described in the following way:
u®
X = F(20,21, 5 Z1-1) = Lj=q XMy = Xjoq X io Z; = (1
The last selected characteristic on this stage is field extension GF(q™). The value of variable m depends
on r and should satisfy the inequality:
(w+1Dm < [{o € GF(q™)|GF(q)(a) = GF(g™)}.

For each server S; the element o ; € GF(q@™) should be choosen in such a way that provide its own coset
k
0; = {ocf lk=0,..,m—1}.

Pre-calculate  Lagrange coefficients {7\01,?»01,...,7»0(,"%1)} for interpolation of polynomial

F(y):deg(F(y)) < wm ina point x = 0 by standrd Lagrange formulas.
Stage 2. Query generation
A random matrix C of the size m X | over Z, is generated to retrieve j-th g-ary block x; (1). This matrix

is common for all servers. The query for each server S; is formed by using this matrix C. The following steps
should be done:
1. To generate basis B, for server S; by using element o, :
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2 3 m
B, =[oc,,a[ O e, O ]

2. To construct matrix U; for binary vector w; = (uj(o),ugl), ...,u}l_l)), which is the mapping of requested

j
position j.
U = [0 10’0l

If an element o’ € GF(¢") of Galois field GF(¢™) is presented as a column of size m from GF(q). And if

we use the basis of GF (q™) over GF (q) with first element 1.
We receive the following matrix:

IR
o o0 .. O
Uj = . . . .
o o0 .. 0
3. Now we can calculate the request matrix by the formula:
R, =U,+BC.

The resulting request matrix R; can be expressed as a vector of the length | over GF(g™) in a following
way:

R, = {ufo’ao +Y cqar,  ula’+Y char, .o utal +ch,ocf.‘},
k=1 k=1 k=1

where ¢y is an element of k-th row and j-th column of matrix C.

Query is sent to corresponding server.
Stage 3. Computation of server response

Each server S; calculates the value of the function Fx(zy,...,2;_,) at the point R; = (734, ...,73;) and
returns to a user the result as an element of GF (q™).
Stage 4. Bit retrieving

The responding results that are received from the servers are the values of polynomial F(y) points
(a4, o, , a,,4+1) are used for the reconstruction of the polynomial F(y): deg(F(y)) < wm , and unknown values
of the polynomial required for the Lagrange interpolation procedure are calculated considering the polynomial
properties in GF(2™) field with the equation F(x?) = (F(x))2.Thus, for each received value F(R},) additional
m — 1 values are calculated at different additional points that are the elements of corresponding coset C"* and the
requested bit x; = F(0) is calculated by the Lagrange interpolation procedure using precalculated Lagrange
coefficients {7\01, Aozss }\O(wm+1)}'

User receives w + 1 values of function F(R;),i = 1, ...,w + 1 in different points from w + 1 Servers. As
all elements of request vector R; are functions of o, then user can consider received values not as values of

function F (2o, 4, ..., Z;_1) of | variables, but as values of function F (x) of one variable over the field GF(q) in a
point x = a,,.

The user can calculate additional values of the function F(x) in (m — 1)(w + 1) different points by

using cosets 0;,i = 1, ...,w + 1 properties. User calculates the points by the following formulas:
m-—1

FlaD = (E(a NLE(a™) = (F(a ), .. F(a? ) = F(a )

As a total resulting m(w + 1) values of the polynomial F (x) at different points could be received.

The value F(0) could be interpolated by Lagrange polynomial using this values. The value F(0) is equal
to retrieving block x;.

Competitive analysis

For competitive comparison of proposed scheme with existing solution all significant parameters are
presented in the table. All results for competitive solutions are taken from original papers. The parameters for our
scheme can be easily evaluated from the description.

It is possible to conclude from this table, that proposed solution has better computation complexity then
Woodruff-Jekhanin scheme and congruent quantity of communication complexity.

The best communication complexity has Matching vectors based scheme. To compare both schemes lets
estimate
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1
: N7
1!11230 2(logN)1/2(loglogN)1~1/2
for the case r = 3. This limit equals to 4oo that shows that in asymptotic the nominator grows faster then
denominator. So, the comparison of both schemes shows that in asymptotic communication complexity of our
solution grows faster then one of Matching vectors. But non asymptotic comparison of communication overhead
shows that LDC based approach is better from DB sizes starting from 2°° bits.

Parameters Woodruft-Jekhanin Matching vectors approach [11] Our solution
Scheme [12] r=23.2t"2
Communication _ - 1
complexity 0(r?log,rN'/(2r=1)) 2 (logN)*/t(loglogN)*~1/t oO(NT)
Storage N ,(logN)/t(loglogn)y1=1/t N
complexity 2
Computation
complexity:
— server side O(r2N?r/@r-1)y 0(1) 0(rN)
— client side O(r?NY/Cr-1) o(r®) 0(r?

Table. Comparison of proposed scheme with existing solution
Security analysis

Since the matrix C is randomly chosen from a uniform distribution over quXl and B; is a basis of
GF(q™), the matrix Ry, of each server is distributed uniformaly over qu“. By analogy with Shamir secret
sharing scheme [15] we can show that each server after receiving Ry, can calculate unique valid C for all
possible U;. So, even computationally unrestricted adversary can't obtain any information even having
knowledge about it.

Conclusion

In this paper the authors proposed the new approach to private information retrieving protocol
construction. A new PIR scheme is described with usage of proposed approach. All significant parameters of
proposed scheme have been analyzed and compared with existing solutions. As the result of comparison the
following conclusions can be done.

— Proposed solution has better or equal storage complexity then all concurrent solution.
— New scheme has better client side computation complexity.

— Proposed PIR algorithm just insignificantly loses in communication complexity.

— New approach allows reaching balance between algorithm parameters.
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