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Abstract

Error detection codes are mechanisms that enable robust delivery of data in unreliable communication channels and devices.
Unreliable channels and devices are error-prone objects. Respectively, error detection codes allow detecting such errors.
There are two classes of error detecting codes - classical codes and security-oriented codes. The classical codes have high
percentage of detected errors; however, they have a high probability to miss an error in algebraic manipulation. In order,
security-oriented codes are codes with a small Hamming distance and high protection to algebraic manipulation. The
probability of error masking is a fundamental parameter of security-oriented codes. A detailed study of this parameter allows
analyzing the behavior of the error-correcting code in the case of error injection in the encoding device. In order, the
complexity of the encoding function plays an important role in the security-oriented codes. Encoding functions with less
computational complexity and a low probability of masking are the best protection of encoding device against malicious acts.
This paper investigates the influence of encoding function complexity on the error masking probability distribution. It will be
shown that the more complex encoding function reduces the maximum of error masking probability. It is also shown in the
paper that increasing of the function complexity changes the error masking probability distribution. In particular, increasing
of computational complexity decreases the difference between the maximum and average value of the error masking
probability. Our results have shown that functions with greater complexity have smoothed maximums of error masking
probability, which significantly complicates the analysis of error-correcting code by attacker. As a result, in case of complex
encoding function the probability of the algebraic manipulation is reduced. The paper discusses an approach how to measure
the error masking probability in the case of nonuniform distribution of the input code words. This approach can also be used
to study the characteristics of security-oriented codes in case of strong and weak models of algebraic manipulation.
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AHHOTALUA

[ToMexoyCTOMUUBBIE KOIBI SIBISIOTCS MEXaHH3MOM, KOTOPBIM MO3BOJISICT OOECHCUYMTh HAACKHYIO TMepenady NaHHBIX B
KaHaJax ¢ omunoOkaMu. HeHanesxHble KaHAIBI U YCTPOMCTBA TOABEPIKEHBI OIMMOKaM BHeApeHHs. [1oMeX0yCcTOWYHUBhIC KOJIBI
MO3BOJIAIOT OOHApyKUBaTh Takue omuOku. CylecTByeT ABa Kjlacca MOMEXOYCTOHYMBBIX KOIOB — KJIACCHUYECKHE KOIBI U
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NCCNEOOBAHWE BINAHWA CITOXKHOCTN oYHKLIMKM KOONPOBAHNA

KOJIbI, OPHEHTHPOBAaHHEIE Ha Oe3omacHocTh. Kitaccuueckne Kobl MMEIOT BEICOKHIT IPOLEHT OOHApYKEHHS OMINOOK, HO, B TO
e BpeMsI, BEICOKYIO BEPOSITHOCTH IPOIYCTUTH OIIMOKY B ciIydae aiareOpanmdeckoil MaHUITYJISIIUHU. B cBolo ouepens, KOIbI,
OPHUEHTHUPOBaHHbIE HAa 0E30MAaCHOCTb, MMEIOT MAaJIeHbKOE KOJOBOE PACCTOSHHME M BBICOKYIO 3aIUUTY OT alreOpamyecKux
MaHUITyJSIIuil. BeposTHOCTP MacKMpOBKM OLIMOKH SIBJISETCS OCHOBHBIM I1apaMeTpOM KOJOB, OPHUEHTHPOBAHHBIX Ha
6e3omacHOCTh. JleTanpHOE M3ydeHHE IaHHOTO MapaMeTpa MO3BOJNAET MPOAHAIM3MPOBATh MOBEIEHUE MOMEXOYCTOHUMBBIX
KOJIOB B ClTyyae BHEAPEHMs OIIUOKH B YCTPOICTBO KoaupoBaHus. HemanoBa)kHbIM mapaMeTpoM KOJOB, OPHEHTUPOBAHHBIX
Ha 0€30IaCHOCTb, SIBIISIETCS TAKXKE CIOXKHOCTh (DyHKIUH KoaupoBaHus. QyHKIMN KOJUPOBAHUS C HU3KOHW BBEIUHCIUTENBHOM
CJIOKHOCTBIO M HU3KOH BEPOSITHOCTBIO MAaCKHPOBKH OMIMOKU SBISIOTCS JIydIIeH 3aIIUTOH yCTPOICTB KOIMPOBAHMUS MPOTHB
JeWCTBUIl 3IOYMBINIIEHHUKOB. B paboTe mccieqyeTcst BIMSHHE CIOKHOCTH (YHKINH KOAWPOBAHWS Ha pPaclpeneleHHe
BEPOATHOCTH MacKHpoBKM ommOku. [lokazaHO, 4TO BBIYHCIMTENIBHO CIOXHBIE (YHKIUH HMEIOT MEHBIIYI0 BEpOSTHOCTH
MacKUpoBKM ommOku. Tarke H3MEHEHHE CIOKHOCTH (yHKIMH KOIMPOBAHHS BJIEYET HM3MEHEHHS B paclpe/elieHUH
BEPOSTHOCTH MAacKUPOBKH OIIMOKU. B 4acTHOCTHM, yBennueHne BBIYMCIUTENBHOM CIOKHOCTH YMEHBIIAET Pa3HOCTh MEXIY
MaKCUMAaJbHBIM U CPEJHUM 3HAUCHHEM BEPOSTHOCTH MACKHPOBKH omMOkH. Iloka3aHo, 4To (YHKIMH KOAMPOBAHMS C
GOJIBILION CIIOKHOCTHIO MMEIOT MEHEE Pa3IMUMMblE MaKCUMyMbl BEPOSTHOCTH MAcCKHPOBKH OLIMOKM, YTO 3HAYMTEIBHO
YIPOIaeT aHaIN3 MOMEXOYCTOWYMBOTO KOJa 3JI0yMBIIIIEHHHKOM. Kak pesymprar, B ciydae Oonee CIOXKHON (YHKIHH
KOJIMPOBAHUS BEPOATHOCTh anreOpandecKod MAaHUIYJSOUH yMeHbImaeTcs. llpemmaraercs MOAXON K H3MEPEHUIO
BEPOATHOCTH MACKHPOBKH OMIMOKU MPU HEPaBHOMEPHOM PACIIPEeIeHHH BXOIHBIX KOJIOBBIX CIOB. JIaHHBIM ITOIX0] MOXET
OBITH HMCIOJIB30BAH ISl M3Y4YEHHs XapaKTEPUCTHK KOJIOB, OPHEHTHPOBAHHBIX Ha OE30IaCHOCTbH, JUI CIy4aeB CHJIBHOU H
cnaboii MojenH anredbpandeckKux MaHUITYJISIIHI.
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Teopusi KOAMUPOBAHMS, BEPOSTHOCTH MACKHPOBKHM OMmUOKH, AMD-KOIBI, CIOXHOCTh (DYHKIMHM KOAWPOBAHMS, aTaKH IIO
CTOPOHHHM KaHaJaM

BaarogapHoctu

Pabora npencrasnena Ha Kongepenmmn no napopMannoHHoi 6e3onacHocTy u 3amute nHpopmaryn ISPIT 2015.

Introduction

Being transmitted and stored, digital data suffer from noise that can introduce errors in the binary bits.
Errors may occur either randomly or as a result of malicious acts. Error detection codes are mechanisms that
enable robust delivery of data in unreliable communication channels and devices. Error-detecting codes add a
redundancy data to a given digital data for detection of errors occurred during transmission, storage and injection
by attackers. There are two classes of error detecting codes — classical codes and security-oriented codes.
Classical error detecting codes are trying to maximize the Hamming distance between code words; at that, the
larger Hamming distance is, the more errors can be detected and corrected. However, studies of Mark
Karpovskiy [1-3] have shown that the classical error detecting codes are vulnerable to the fault injection attacks
in the encoding device. Classical linear error-detecting codes are not optimum for error detection in
communication channels and devices when the error distributions of a channel are non-stationary or unknown
since they do not minimize the worst case error masking probability.

To protect against such attacks the class of security-oriented codes has been designed. Security-oriented
codes provide detection of all possible errors in any distribution of input code words. Currently, there are two
approaches to security-oriented code development: «robust codes» of Mark Karpovsky [4-6] and «algebraic
manipulation detection (AMD) codes» of Ronald Cramer [7, 8]. AMD codes are considered as generalization of
robust codes, so in this paper, the results will be shown in the framework of the conceptual apparatus of AMD
codes. Notions of «algebraic manipulation» and «algebraic manipulation detection (AMD) codes» for the first
time have been introduced in [7]. For constructing of the AMD codes various mathematical objects are used
[9, 10].

The robust codes constructed by Karpovsky et al. in [4, 5, 11, 12] are the special class of weak AMD
codes. Robust codes are AMD codes with deterministic encoding function. Deterministic encoding functions
called one mapping of input values to code words of the some error-correcting code. This paper examines only
deterministic encoding functions.

Fields of application of security-oriented codes are diverse and include communication channels with
possible random errors, protect from age-related memory loss, secret sharing schemes and others. Some fault
based side channel attacks are impossible or difficult to achieve, if the encoding device uses security-oriented
codes [13—15]. These codes reduce significantly the number of undetected faults that can be exploited by an
attacker.

The error masking probability is one of the main characteristic of the security-oriented codes; a number of
undetected errors and complexity of encoding functions are also important characteristics. Since security-
oriented codes are nonlinear, the coding rate is less than, for example, in linear codes. Accordingly, the
complexity of the coding function is critical, since the more computational complexity is, the slower error
detecting code will be.
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This paper proposes an approach for analysis of coding functions in the case of non-uniform distribution
of the input code words. The paper investigates the effect of the computational complexity of encoding functions
on the probability of error masking for various distributions of input code words.

AMD codes and complexity of encoding function

AMD codes present the class of security-oriented codes. To define algebraic manipulation and AMD
codes, it is necessary to consider the notion of an abstract storage device.

This device denotes as ZG and holds an element g from a finite abelian group G. An attacker is not
able to obtain any information about the element g stored in the device ZG. However, he can change the
stored element g by adding another element & € G. This tampering is called an algebraic manipulation. After
algebraic manipulation, the abstract storage device ZG will store the value g + & . An adversary can choose the
value 3G only based on what he had already known about g before it was stored in the device (a priory
knowledge of g). AMD codes encode original information s €S as an element of g € G in such way that any

algebraic manipulation is detected with high probability. Example of abstract storage device and algebraic ma-
nipulation is shown in Figure 1.
Original information (input codewords). In vast

majority, in practice, s are nonuniform
distributed

ses

|

Encoder of security-
oriented code
ES—>G

igeG

Injection of 2(G)
error ——> Abstract storage
) device

i g+deCG

Decoder of security-
oriented code
D:G—>S

!

seS

Fig. 1. Scheme of abstract storage device ZG. An adversary can inject an error 6 € G and control distribution of
s €5, so it is necessary to arrange a protection based on security-oriented codes

In [7] Cramer et al. allocate weak and strong type of fault injection attack. In weak attack an adversary
cannot choose the input and thereby control the output of system. So, from an adversary’s point of view the
source s is uniformly distributed and the attacker only can inject any specific error pattern 8 € G in the storage
device ZG, but he/she cannot change value s at their own discretion.

In strong attack the adversary can determine the outputs by choosing the inputs. In this case the adversary
knows the value s € S and, moreover, he can choose it himself. In both types of fault injection attacks the value

g stored in ZG is hidden from the attacker.

One of the main criteria for evaluating the effectiveness of AMD code is the error masking probability
O(e) . The error masking probability Q(e) can be defined as

Q(e):{geC,i:eeC}’ 1)

where C is the robust code, g is a codeword that belongs to the code C, e is an error injected by an

adversary, M is the number of codewords in the code C. Error vector e can take all possible values of the
group G, which also includes all the codewords g . In the case of weak attack model, calculation of error

masking probability is performed simply. The distribution of occurrence probability of the input codewords is
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uniform, so p(g1)=p(g2)="'=p(gM)=i, where p(g) denotes the occurrence probability of

corresponding codewords g . The error masking probability for certain error e will be equal to the number of
vectors g which satisfy the formula (1).

In a strong attack model input codewords can be controlled by an attacker and have a non-uniform
distribution. Thus, for calculation of the error masking probability, it is necessary to add corresponding
probability p(g;) to the current error masking probability O(e;) whenever the condition g; +e; € C, where i

and j are the sequence numbers of vectors in group G . This approach of error masking probability allows not
only measuring the maximum value of the error masking probability, but also getting the full probability
distribution of error masking for each error e from group G.

Influence of encoding function complexity on distribution of error masking probability in the example of
Maiorana-McFarland functions

The characteristics of the AMD codes depend on the properties of their encoding function This paper
explores the influence of encoding function complexity on the error masking probability distribution at the

example of comparison of functions F(x,y)=xy and F(x,y)=xy"'. In these functions parts x and y

represent the two halves of the information part of the codeword. That is, the input vector s may be represented
by concatenating of these two parts x and y so s =(x,y). Accordingly, entire codeword includes the redundant

part and has a form g =(x,y,F(x,y)), where F(x,y) is a result of encoding function.
Let’s consider the behavior of the error masking probability of two encoding functions F(x,y)=xy and

F(x,y)=xy"". The second function is computationally more difficult than the first one, because it further
comprises taking the multiplicative inverse in the field.

Distribution F(x,y)=xy Flx,y)=x"
Uniform distribution max Q(e) = 0,0625 max Q(e) = 0,0625
Binomial distribution max Q(e) = 0,4987 max Q(e) = 0,2227

08 5. <106 max O(e) = 0,2285 max Q(e) = 0,1222
] 56
ri(g)=
0,2 .
——,  otherwise
200
07 1015 g <200 max Q(e) = 0,1222 max O(e) = 0,0917
_ /100
P2(g) =
0,3 .
—_ otherwise
156
ﬂ) 1<g<150 max Q(e) =0,1358 max Q(e) =0,1045
150
r(g)=
0,9 .
——, otherwise
106
E, 101< g <130 max Q(e) = 0,48 max QO(e) =0,1844
r4(g) = ol '
— otherwise
226

Table. Comparison of the functions F(x,y)=xy and F(x,y)= xy’l for various distribution and value r =4.
g denotes the codeword of code and p(g) is a probability of codeword occurrence
For comparison it is necessary to generate codewords of error correcting codes with encoding function
F(x,y)=xy and F(x,y)=xy"', where x and y are, respectively, the first and second half of the information
part. Both codes have a codeword length equal to 37, the number of codewords is equal to 2°", where 7 is the

length of redundancy part. The results of measurement of error masking probability produced by the scripts in
MatLab software for these functions are shown in the Table.
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The Table results show that the code based on function F(x,y)=xy" provides less maximum of error

masking probability under nonuniform codeword distribution. The difference between the codes is clearer if we
compare the codes under distribution and piecewise function number 4.

However, for the security-oriented code, not only the maximum value of the error masking probability is
important, but also the distribution of the error masking probability. Let us consider the distribution of the error
masking probability for code with encoding function F(x,y) = xy for distribution of codeword.

0.6

o
n

o
~

o
w

I
o

Error masking probability Q(e)

e
—

Fig. 2. The error masking probability of each error for code with encoding function F'(x,y)=xy (r =4)under
binomial distribution. The ordinate shows the value of the masking probability Q(e) .
Abscissa is a decimal representation of error vectors e

0.25

=
[\S]
I

0.15

Error masking probability Q(e)
e

e
o
o

Fig. 3. The error masking probability of each error for code with encoding function F(x,y)= xy’1 (r=4)under
binomial distribution. The ordinate shows the value of the masking probability Q(e) . Abscissa is a decimal
representation of error vectors e
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It is clear from the Figure 2 that there is a huge difference between the maximum values of Q(e) ~ 0.5
and the average value over the whole distribution Q(e) ~0.12. As a result, errors corresponding to the

maximum values are potentially dangerous to implement, since they have a higher chance of being missing by
error-correcting codes. Let's analyze what happens with the distribution of the error masking probability in case
of minor complication of encoding function the condition that coding function remains perfectly nonlinear.

In addition to reduction of the maximum of error masking probability, the difference between the

maximum and average value of Q(e) decreases. Maximum values of Q(e) in the Figure 3 are not as distinct

as in the Figure 2 that hampers their localization in error injection attack. The probability distribution in Figure 3
is more difficult to analyze by the attacker, because error masking probability values are close to each other.

Conclusion
This paper investigates the influence of encoding function complexity on the error masking probability

distribution in the example of comparison of functions F(x,y)=xy and F(x,y)=xy"'. The paper assesses the
maximum of error masking probabilities, the difference between the maximum and average values of Q(e), and

also the probability of the potential error injection. Assessment shows that even insignificant increase of the
function complexity can improve the characteristics of AMD codes. The paper proposes an approach to measure
the error masking probability for the case of nonuniform distribution of input codewords. This approach allows a
detailed analysis of the error masking probability for each possible error.
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