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Abstract

Authentication is a critical challenge in autonomous vehicles, particularly within Controller Area Networks which
are prone to various cyber threats. Existing protocols often fall short in balancing strong security guarantees with
computational efficiency and privacy preservation. In this paper, we propose a lightweight authentication protocol
based on the Decisional Diffie-Hellman problem, specifically designed for Controller Area Network environments. The
protocol employs lightweight cryptographic operations to verify vehicle authenticity and validate data messages, while
also maintaining anonymity by regularly updating login identities. It also supports password changes without requiring
a trusted third party. The protocol security is formally verified using Burrows-Abadi-Needham logic. Performance
evaluation shows that our approach significantly reduces computational overhead, achieving an execution time of
0.90908 ms, outperforming existing solutions in the literature. By combining formal verification with practical efficiency,
the proposed protocol offers a robust solution for secure and efficient authentication in resource-constrained vehicular
networks. Its lightweight design and anonymity-preserving mechanisms make it particularly suitable for real-time
autonomous vehicle applications.
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AHHOTaNMA

AyTeHTHUKALMS SBISIETCS KpDUTHYECKH Ba)KHOI 3a7ayell B aBTOHOMHBIX TPAHCIIOPTHBIX CPEACTBaX, 0COOCHHO B
CeTSIX KOHTPOJUIEPOB, KOTOPbIe MOABEPKEHBI PAa3IUUHBIM KHOepyrpo3aM. CyllecTBYIOIHE MTPOTOKOIBI YacTO HE
o0ecnevynBaoT HaUIeKalHil OamaHCc MEXKIy BEICOKUMHU TAPAHTUSAMHU O€30MIACHOCTH, BEIYHUCIUTENBEHON 3 (EKTHBHOCTHIO
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An improved authentication protocol for self-driving vehicles based on Diffie-Hellman algorithm

1 3aIIUTON KOH(HAEGHINAIBHOCTH. B pabote npemaraercst o0erdeHHbII IPOTOKON ayTeHTH(HUKAIIMN, OCHOBAHHBIN
Ha TMPEANOIOKCHUH O CIOKHOCTH pertenus 3anaun Juddu—Xemnmana, crennaibHO pa3paboTaHHBIA IS CETH
KOHTpoIepoB. IIpoTokoa ucnonb3yeT NpocThie KpUNTOrpaduyecKkre omnepanuu A1 MPOBEPKH MOATUHHOCTH
TPAHCIIOPTHOTO CPEJCTBA U MOATBEPKIEHUS JOCTOBEPHOCTHU TEPEAABAEMBIX JAaHHBIX, IPH ITOM TOAAEPKUBAs
AQHOHUMHOCTB 3a CUET PETYIIPHOTO OOHOBIECHHS HACHTU(PHUKATOPOB BX0a. TakiKe MOAIepKHBACTCS CMEHa TapoJs 6e3
HEoOXOANMOCTH B JIOBEPEHHOM TPeTheM JHIe. be3omacHocTs mpoTokona (hopManbHO HOATBEPIK/ICHA C UCIONIb30BAaHNEM
noruku beppoy3a—Abann—Hunxema. OreHka MpoOU3BOAUTEIFHOCTH MOKA3bIBACT, YTO MPEIT0KEHHBIH ITOIX0/
3HAYUTEJIBHO CHIJKACT BBIUUCIUTEIbHBIC 3aTPaThl, JOoCTUrast BpeMeHu BbinonHeHus 0,90908 Mc, uTo npeBocxoguT
CYIIECTBYIOIME PEIIeHHs, IPEACTABICHHbIC B MOJOOHBIX Hay4YHBIX pabdorax. biaromaps coueranuo GpopmaibHOR
BeprduKauK U npakTHIeckoi 3)(EKTUBHOCTH, MpeyIaraeMblii IPOTOKOJI MPeCTaBIsIeT cOO0H HAZIeKHOE pEelIeHNe
Jutst 6e30macHoi 1 AGHEeKTHBHON ayTeHTU(DUKALIMHI B YCIOBHSIX OIPAaHHYEHHBIX PECYpPCOB TPAHCTIOPTHBIX ceTeid. [IpocTast
CTPYKTypa M MEXaHW3MbI COXPAHEHHs] aHOHUMHOCTH JIENAlOT MpeIaraéMblii MPOTOKOJI 0COOCHHO MOAXOSIINM ISt
TIPUIIOKEHNH B pealbHOM BPEMEHHU B aBTOHOMHBIX TPAHCIIOPTHBIX CHCTEMaXx.

KiioueBble cioBa
ABTOHOMHBIC TPAHCIIOPTHBIEC CPEACTBA, CETH KOHTPOILIEPOB, IIPOTOKON ay TeHTH(HHUKAIMH, Y)(PEKTHBHAS ay TCHTU(HKAIIS,
MEXaHU3MbI COXPaHEHUS] aHOHUMHOCTH

Baaronapuoctu
Pabora BeImONHEHA B paMKax rocyaapcTBeHHOro 3aganus (mpoekt Ne FSER-2025-0003).

Ccpiaka guas nutupoBanusa: Canng M.C., Bessarees C.B. ViyumeHHBIHI HpOTOKON ayTeHTH(QUKALHU
OECNMIOTHBIX TPAHCIIOPTHBIX CPEJCTB, HCIONIB3yIomuil anroput™ Juddu—Xomamana // HayaHo-TexHn4IeCcKuit
BECTHHUK MH(OPMALMOHHBIX TEXHOJIOTUH, MexaHuku u ontuku. 2025. T. 25, Ne 4. C. 755-761 (ua anru. s3.). doi:

10.17586/2226-1494-2025-25-4-755-761

Introduction

With the rapid growth of vehicle communication
technologies, like cellular networks, Autonomous Vehicles
(AVs) are reality now. These networks allow vehicles to
interact with each other, enabling applications, such as
cooperative safety driving, location-based services, and
media sharing [1]. However, as these services become more
common, they raise serious security issues, particularly
around user and message authentication [2]. Without proper
safeguards, attackers could exploit vulnerabilities to carry
out attacks like replay, identity theft, or impersonation,
threatening the security of vehicle networks.

Vehicle Controller Area Networks (CANs) are
especially vulnerable because they require fast, reliable
communication to ensure the safety of drivers and
passengers. For instance, in safety-critical applications,
even a slight delay in message delivery (more than 0.5 s)
can lead to accidents [3]. Besides efficiency, it’s also crucial
to protect user privacy by keeping vehicle identities and
travel routes anonymous, shielding them from potential
attackers. For an AV, early authentication before joining
a network is critical. A Central Authority (CA) should
be responsible for this process. The vehicle sends a join
request to the CA when it connects to a nearby Base Station
Transceiver (BTS). The CA then verifies the authenticity of
both the vehicle and the BTS before allowing the vehicle to
connect. In Figure below, we explained the authentication
architecture for AV in detail.

&

| /1‘ :(((@é))‘ ’ E%
&' J BTS CA

Figure. Authentication architecture for AV

While many existing privacy-preserving authentication
systems focus on verifying message validity, they often fall
short in verifying user legitimacy, leaving them open to
active attacks [4—6]. Additionally, the high computational
demands of these methods, which frequently rely on
bilinear pairings and scalar multiplications, make them
impractical for resource-limited vehicle environments.
To tackle these issues, we introduce a new, lightweight,
and anonymous authentication protocol tailored for CAN
environments. Our approach uses the Decisional Diffie-
Hellman (DDH) assumption to enhance both security
and computational efficiency. Unlike prior methods, our
protocol ensures that vehicles are authenticated before
joining the network, while also verifying the integrity of
transmitted data. By using dynamically generated login
identities, it preserves anonymity and prevents attackers
from linking real identities to vehicles. Moreover, our
protocol features a password change mechanism that
doesn’t depend on a CA or third-party servers, making
it resistant to offline password guessing attacks. We also
provide a formal security analysis using Burrows-Abadi-
Needham (BAN) logic, demonstrating that our protocol is
secure under the DDH assumption.

Our performance evaluation shows that this protocol
significantly reduces computational costs compared to
existing approaches. In this paper, we define efficiency
through measurable metrics, such as the number of
cryptographic operations (e.g., exponentiation, hash,
exclusive OR), total protocol execution time (in
milliseconds), and reduced communication overhead.
This definition provides a clear and quantifiable basis for
evaluating the effectiveness of our proposed solution.

Related Work

Authentication in AV is a key area of research due to
the security and privacy risks in vehicle communication [7].
In recent years, various protocols have been developed to
improve user security and privacy while maintaining the
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efficiency required for real-time vehicle operations. Several
privacy-preserving authentication schemes for Vehicular Ad
Hoc Networks (VANETSs) have been designed to protect
user identities and secure communications.

Ying et al. [8] introduced a lightweight protocol called
Anonymous and lightweight authentication scheme Smart
Card (ASC) for securing vehicular networks. While it
offers efficient authentication and privacy, later research
[9] exposed its vulnerability to offline impersonation and
location spoofing attacks. This underscores the need for
protocols that not only offer basic security but also resist a
wider range of attacks. Lee et al. [10] developed a honey
list-based authentication protocol that strengthens VANET
security by using deception techniques to counter brute-
force password guessing and impersonation attempts.
It uses mock credentials alongside real ones, and if an
attacker uses false credentials, the system triggers an alert
to detect malicious activity quickly.

Li et al. [11] presented a privacy-preserving
authentication scheme focused on explainability, ensuring
legitimate users aren’t falsely accused of wrongdoing.
Using elliptic curve cryptography and group signatures, it
balances computational efficiency with privacy, protecting
vehicle identities and messages while maintaining
performance. Parmar et al. [12] introduced a privacy-
preserving authentication scheme using blockchain
technology, shifting from traditional centralized models
to a decentralized approach. Blockchain immutable ledger
improves security and privacy, preventing attacks like
message tampering and replay attacks, while eliminating
the risk of single-point failures.

Vasudev et al. [13] proposed a lightweight mutual
authentication protocol for Vehicle-to-Vehicle
communication in the Internet of Vehicles, aiming to reduce
computational overhead. Their protocol focuses on efficient
mutual authentication without relying heavily on resource-
intensive cryptography, making it suitable for real-time
environments like smart cities. For CAN, there is increasing
concern about the lack of secure and simple authentication
methods. CAN systems are sensitive to message delays,
and many existing protocols are not suitable for such
environments. Some proposed solutions use lightweight
cryptographic operations, such as hash functions and
symmetric encryption, to reduce computation costs, but
they often compromise anonymity or fail to handle dynamic
identities effectively [14].

To address these limitations, we are exploring
advanced cryptographic methods, such as the DDH
assumption, to improve the efficiency and security of
CAN authentication protocols. Formal security analysis
using BAN logic [15] is also important for proving
robustness against attacks like replay, impersonation,
and man-in-the-middle. Despite these advancements,
there is still a need for a straightforward authentication
protocol that addresses security and privacy concerns while
minimizing computational costs and ensuring anonymity
in CAN environments. Our protocol aims to fill this gap
by leveraging DDH for improved security and using
dynamically generated login identities to ensure anonymity,
without relying on a trusted third party.

Proposed Model and Assumptions

Let G be a finite cyclic group of prime number p that is
created by the function g. The elements of G are represented
as g” mod p, where n € [1, p — 1], and the operation within
the group is multiplication modulo p. Rather than relying on
computations within cyclic groups for the Computational
Diffie-Hellman (CDH) or Discrete Logarithm assumptions,
we employed the DDH assumption. The DDH problem is
concerned with distinguishing between two types of tuples
in group G. Given three elements g mod p, g mod p, and
g¢ mod p, (where a, b, c € [1, p — 1]), the task is to decide
whether ¢ = a'b (i.e., whether the third element is equal to
g% mod p) or whether c is a random value in G.

In other words, the DDH assumption asserts that
given the tuple (g, g4, g, g¢), it is computationally hard
to distinguish whether g¢ is the result of g4® whether c is
a random value in the group. This makes DDH a decision
problem, as opposed to the CDH problem previously used
technique for proposing the authentication protocol which
focuses on calculating g4 mod p directly. In terms of
securing the AV, the three important components are: first is
the Vehicle (7)) itself, second is the BTS, and the third one is
the CA which have authenticated the legitimate user. Table 1
below describes the key notations used within this paper.

Proposed Protocol

The five phases of our proposed authentication system
are: user registration, user login, user authentication,
password change, and data authentication. Before a user can
access the network, their smart cards are assigned to them in
the user registration step. While the password update phase
ensures resilience to offline password guessing attacks,
the user login and authentication phases serve to verify
the legitimacy of users. In the data authentication phase,
messages between vehicles are verified. The following
subsections contain the details of the protocol. Please note
that timestamps are used in the attached messages to reduce

Table 1. List of Used Notations

Notation Description
G Finite cyclic group under multiplicative
operation
X Private key of the CA
Hy, H,, H,, Hy | Cryptographic hash functions
n; Random number generated by the user V;
IDy, Identity of vehicle
PW; Password of the user
N; Hash value derived from PW; and n;
rcu Random value generated by the CA
Cey Challenge generated by the CA
Cy, Response from the user V;
T pdate Timestamp for password update
Tsg Timestamp for message freshness
M Message exchanged between vehicles
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replay attacks and check the relevance of the semantic

content.

User Registration Phase

Assume that G = (g) is a finite cyclic group with order
p under multiplicative operations, where g is the group
generator and p is a prime number. We use hash functions
H;(i=0, 1,2, 3) that map from {0, 1}* to {0, 1}/, where /;
is the length of the outputs of the hash functions.

Let (x, y = g mod p) be the private key and public
key pair of the CA, where x is the CA private key, and
v =g"“mod p is the public key. A vehicular user V; must
register before accessing the network for the first time. The
vehicle V; must pass through the below steps:

— Firstly, after generating a random number #;, the user
V; submits their identity /Dy, and Hy(PW|n;) to the CA
via a secure channel;

— Secondly, the user’s identity and timestamp 7., are
stored by the CA when it receives the registration
request at 7, and computes the following:

PVip,, = Hy(IDy,), 4;= Hy(Hy(PWi{[n)I|PVp,,),

N;=Hy(PWin;) @ Hyxl|PVip,[IT0)-

After passing through these steps, the CA then
assigns the smart card to ¥; which contains the necessary
parameters for future authentication. An attacker cannot
readily guess the right password since it is protected by
the random integer »; and the one-way hash function H("),
which mitigates insider attacks.

User Login Phase

In the user login phase, a user V; who holds a smart card
needs to authenticate their credentials with the CA before
accessing the network. Let g be the generator of a cyclic
group G of prime order p, with y = g¥ mod p as the public
key of CA (where x is the private key).

— The user inserts their smart card and inputs their
password PW,. The smart card calculates, N; =
= Hy(PW/||n;), where n; is a random number stored in
the smart card.

— The smart card generates a fresh random number
r; € [1, p— 1] and computes g7i. This is sent along with
IDy, to the CA.

— Upon receiving this, the CA checks the validity of IDy,.
It then generates its own random value 74 € [1, p — 1]
and computes g"c4 mod p.

— The CA computes Ho(x||PVIDVi), retrieves the stored
values for V;, and sends a challenge C, and g"c4 mod p
to the user.

User Authentication Phase

In this phase, the user V; must prove their legitimacy
based on the challenge received from CA.

Step 1. Upon receiving g’c4 mod p and the challenge
Ccy. the smart card computes g’c4”i mod p. Under the DDH
assumption, an adversary cannot distinguish between this
Diffie-Hellman shared key and a random element, ensuring
security.

Step 2. The smart card generates a response Cj. =
= Hy(g"c4"|N{| Tjogin), Where T}y, is the timestamp of the
login request. The response Cy. and timestamp 7},,;, are
sent back to the CA.

Step 3. The CA computes the same value g"c4i mod p
and verifies the response Cy, against its own calculation
of H\(g"c"{|N||T},g;,)- 1f they match, V; is authenticated.

Password Change Phase

The password change phase is intended to allow users
to update their password without directly involving the
certification authority. This phase ensures that password
guessing attacks are prevented and is secured using the
DDH assumption.

Step 1. The user V), after authenticating themselves,
decides to change the password PW;. The user generates a
new random number #’; and calculates the new password
hash Hy(PW|n';).

Step 2. The smart card stores this new value and
updates the associated parameters N'; = Hy(PW'/||n";) ©
D Ho(xIPVip, I Tupdare)> Where T, 44 is the current
timestamp.

Step 3. The new password is now used for future login
attempts, with the security of the DDH assumption ensuring
that an attacker cannot calculate the new password even if
they observe the password change process.

Data Authentication Phase

The data authentication phase ensures that messages
exchanged between vehicles are authentic and have not
been tampered with. This phase is crucial to prevent replay
attacks, message forgery and ensure data integrity.

Step 1. Vehicle V; generates a new message M to send
to vehicle V;. The message includes a fresh timestamp 7,,,,,
and a hash H,(M||T,,,.,||N;) for integrity protection.

Step 2. The message M, the hash, and the timestamp
are sent to V;. Once received, V; checks the timestamp
to ensure the freshness of the message and calculates the
hash using N, known to it from previous authentication
phases.

Step 3. If the calculated hash matches the received hash,
the message is accepted as authentic. The DDH assumption
secures this phase by ensuring that, even if adversaries
observe the values exchanged, they cannot infer sensitive
information or forge messages.

Formal Security Proof

BAN logic is a well-known modal logic framework
used to verify the correctness of cryptographic protocols
by analyzing their security properties. It serves as a formal
method for assessing whether the goals of authentication
protocols are achieved. The process of BAN logic involves
four key steps: idealizing the protocol, specifying the
assumptions, identifying the security objectives, and finally
deriving conclusions based on the logic inference rules. In
our work, we apply BAN logic to evaluate the security of
our proposed protocol.

1. Notations of BAN Logic. The main notations used in
BAN logic that defines beliefs and assertions [15] are listed
in our Notation Table 2.

In the Table 2 presented, in accordance with [15], P and
Q denote entities and X denotes information.

2. Initial Assumptions. Before the analysis begins, we
make the following assumptions:

Vi=(CA o V),

CA=(V; & CA).
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Table 2. BAN Logic Notations

Notation Description
P believes X: P=X | Statement X is believed by entity P
Psees X: P< X Statement X has been received by

Entity P

P once said X: P~ X | At some point, entity P sent a message

that included X

P controls X: P = X | Entity P can verify the legitimacy of X

and has jurisdiction over it

Fresh(X): # (X)
P-Q

The message X is fresh

Entities P and Q share a secure key for
communication

In the user Registration phase, the user V; and the
CA share a common secret key established during the
registration.

V,=(V; o CA),

V< M.

In user Login phase, the user V; believes that the
message M received from the CA is fresh.

CA=# (Tlogin)~

In user Authentication phase, the CA believes the
timestamp 7}, is fresh and the user is authenticated.

3. Protocol Proof using BAN Logic. We demonstrate
that the suggested approach can accomplish mutual
authentication securely by using BAN logic rules,
considering the aforementioned assumptions and security
goals. The concrete steps are listed as follows:

User Registration Phase

The BAN logic assumption is that the user V; receives
a smart card with credentials, and the user believes that the
CA has authenticated them.

V= (CA= V),

Vi=(CA o 7).

This indicates that the user perceives that the CA
has verified their legitimacy and has shared a key for
communication.

User Login Phase

In this phase, the user sends a message to the CA. The
assumptions we can make are:

CA=H# (Tlogin)s

CA=V; & CA.

The CA believes the login message with T}, is
fresh, meaning it hasn’t been replayed. After receiving
the response from the CA, the user believes the CA
authenticated them.

Vi =# (Tlogin)a

Vi=(CA o 1.

The user believes the CA is fresh and trusts
communication.

User Authentication Phase

After receiving the challenge from the CA, the user V;
replies with Cj,. Here, both the user and CA believe the
session is secure.

CA=# (T

The CA believes the timestamp 7}, is fresh, validating
the session.

V,=(CA o 7).

The user trusts that the CA is secure.

Password Change Phase

This step makes sure the user may modify their
password independently of the CA.

Vi=(V; < CA).

The user believes that the password change is valid.

Data Authentication Phase

In this phase, vehicles authenticate messages among
themselves. The assumption is:

V= o ).

Vehicle V; believes that V; (another vehicle) is sending
authenticated data.

Vi=# (T,e0).

V; believes the message timestamp 7},,,, is fresh and that
the message has not been replayed.

At the end of the analysis, all the protocol goals are
met, the user V; believes they are authenticated by the CA,
also the messages sent between vehicles are authenticated
and trusted and the timestamps ensure that replay attacks
are mitigated.

Performance Analysis

In this section, we analyze the computational cost of
the proposed authentication protocol, comparing it with
previous protocols from the literature, specifically those
outlined in Ying et al. [8] and other relevant works. The
computational efficiency of cryptographic operations is
critical in AV environments. For this reason, we define
efficiency by assessing
— the execution time of cryptographic primitives,

— the number of operations per protocol phase, and
— the total latency incurred by authentication and data
exchange.

These metrics allow for a concrete comparison of the
computational burden across different schemes.

Compared to the work of Ying et al. [8], which
employed the CDH assumption and had a higher
computational cost due to the number of hash function
operations (#,) and modular exponential operations (z,),
our protocol, based on the DDH assumption, reduces the
total number of costly operations. In our implementation!,
hash function operation requires 0.00074 ms, modular
exponential operation requires 0.45 ms, and XOR
operation (¢,) requires 0.0002 ms. Ying et al. [8] had a total
computational cost of 1.608 ms, largely due to the increased
number of exponentiations. While our protocol reduces this
by minimizing the number of modular exponentiations and
focusing on lighter hash and XOR operations, achieving
a computational cost of 0.90908 ms, a reduction from all
previously available protocols.

For a better comparison we used the same parameters
taken by Mun et al. [16], Zhao et al. [17], Ying et al. [8], and
Cui et al. [18] in their articles. For a better understanding
of the computational cost for all the previously available
studies with our study, we illustrated all the results in
Table 3 below.

I Crypto++ 5.6.0 Benchmarks. Available at: http://www.cryp-
topp.com/benchmarks.html (accessed: 20.03.2025).
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Table 3. Comparison for the computational cost for different

protocols
Protocol Computational Cost Time, ms
Mun et al. [16] 2,0 + 121, 3.088
Zhao et al. [17] 8t + 11t + 21,4+ 2t 9.308
Ying et al. [8] 2t,+ 11t + 1,y 1.608
Cui et al. [18] 356, + 4L, + g, 1.047
Our Protocol 2t,+ 121, + 2t 0.909

Conclusion

In this paper, we presented a lightweight and efficient
authentication protocol for vehicular networks, designed
to balance security and performance under the Decisional
Diffie-Hellman assumption. Our main goal was to reduce
computational effort while maintaining strong security
against common vehicular network attacks, such as replay,
identity theft, and offline password guessing.

The proposed protocol significantly lowers
computational costs compared to earlier schemes based
on the Computational Diffie-Hellman assumption. Our
performance analysis shows that the total computational
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it highly suitable for real-time applications in Autonomous
Vehicles (AVs), where both low latency and high security
are critical. Additionally, we used Burrows-Abadi-
Needham logic to formally verify that the protocol achieves
key security properties, including mutual authentication and
message integrity. By reducing computational complexity
without sacrificing security, this protocol offers an ideal
solution for real-world deployment in AV environments.

In future work, we plan to extend the protocol with
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