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AHHOTAIUA

BBenenue. PaccMoTpeHbl METObI 00CCTICUCHHS M OIEHKH HAJICKHOCTH OCCHPOBOIHBIX PEKOHDUTYPHUPYESMBIX
MHOTOIYTEBBIX ceTeil. OTKa30yCTONYUBOCTh MHOTOIYTEBBIX OCCIPOBOIHBIX CETEH MOAACPKUBACTCS C TOMOIIBIO
OTPaHMYECHHOT'O YUCIIa CBA3aHHBIX MEKAY COO0M KOMMYTAllMOHHBIX Y3JIOB-TIEPEKIII0YATENIeH, TO3BOMISAIOIINX IPOBOAUTD
pexoHduUrypanuo Ipu nepepacnpeneeHny Tpaduka 4epe3 COXPaHUBIINE CBI3aHHOCTh CErMEHTHI myTeii. [{enbio
paboTHI sIBIsieTCS MOBBIMICHNE HA/ISKHOCTH NIepeadr TaHHBIX B MHOTOITYTEBBIX OECIPOBOAHBIX ceTsaX. HanexxHocTh
JIOCTUTAETCA B pe3ylibTaTe 000CHOBaHUS BHIOOpa MECTa PACIIOJIOKEHUS MEPEKIoYareseii MapupyToB ¢ y4eTOM
BJIMSIHHSL HA BEPOSTHOCTH JIOCTABKHU MAKETOB OTKA30B KOMMYTALMOHHBIX Y3JIOB M KOMOWHAIMN Pa3THYHbIX MPEISITCTBUAN
pacupocTpaHeHus CUTHAJIOB MO COBOKYIHOCTHU IyTEH CBSI3U C aJpecyeMbIM y3ioM. J[Jis cpaBHEHUS pelieHui
MOCTPOEHUSI CETH MPEAIAraeTcsi MOJIENb, OTPaXKaloLas BIUSHUE HA HAJIE)KHOCTH Iepeiad MeCTOPACIION0KEHHUS Y3II0B
nepexodareneil myteid. Meroa. MccienoBanue HageKHOCTH OSCIPOBOIHON MHOTOIYTEBOH CETH OCHOBBIBACTCS
Ha COYETAHMM AHAIUTUYECKOTO M MMHUTAIIMOHHOTO MOJEIMpOoBaHUN. OLEHKa HAaIeKHOCTH CETH Mpeanoaract
ee JIEKOMITO3UIMIO C YUYETOM BO3MOXKHBIX KOMOMHALIMI OTKA30B Y3JIOB MEPEKIoUaTeNei myTe U X BIUSHUS HA
BO3MOKHOCTH PEKOH(HUTypalnu B pe3yabTare NEePeKIIOUCHNUS CETMEHTOB MyTeH, COXpPAaHUBIIUX MOCIE OTKA30B
CBSI3aHHOCTB BXOJIINX B UX COCTaB y3/10B. OLICHKA BEPOSTHOCTH MOTEPH ITAaKETOB TPH Iepeaade 1mo O0ecrpoBOIHBIM
KaHaJlaM OCYLIECTBIISIETCS B PE3yJbTaTe UMUTALMOHHOTIO MOJIEIMPOBAHUS C UCIIOIB30BAHUEM MHCTPYMEHTAJIbHBIX
cpeacts OMNeT++. [Ipeuiaraemblii 101X0/1 TO3BOJISIET COBMECTUTH OLICHKH HAJICKHOCTH CTPYKTYPBI CETH U IIpoliecca
nepeayy JaHHBIX (IOCTABKU IMAKETOB) Yepe3 HEe C YYCTOM OTKA30B Y3JIOB, & TAKIKE MOCTOSHHBIX M MCHSFOIIUXCS
NpensaTcTBUi (YCIOBUI) paclpOCTpaHEHUs] CUTHAIOB Mex1y y3iaMu. OcHOBHBIE pe3yJibTarhl. [Ipoanann3upoBassl
BO3MOXKHOCTH TTOBBILICHUSI HAJIGKHOCTH OSCIPOBOIHBIX CETEil ¢ MHOTOMYTEBOM MaplipyTH3alueld B pe3yibrare
ONTUMHU3ANNH Pa3MELICHUSI OTPAHMYCHHOIO YHCIIa y3JI0B MEXIyTeBOTO MepeKItodeHus nepenad. [penioxena
MMUTAMOHHO-aHATUTAYECKAs MOJICTh HAJC)KHOCTH OCCIPOBOAHBIX PEKOH(PHUTYPUPYEMBIX MHOTOITYTEBBIX CETEH,
KOTOpasi yYUTHIBACT PH OLICHKE BEPOSTHOCTH JOCTABKH MAKETOB, OTKA3bl KOMMYHHKAIIMOHHBIX y3JI0B M IIOTEPH TAKETOB
MIPH BapUALUAX PACTIONIOKCHHS (PU3MUSCKUX MPEISITCTBUI MPOXOKIACHUS CUTHAIOB MEXy y3namu. [lokazaHo, 4to
BBIOOD pa3MEICHHS Y3JI0B MEKITYTEBOTO MEPEKITFOYCHUSI CYIIECTBCHHO BIUSICT HA HAJISKHOCTD JIOCTABKH TaKeTOB. [Ipu
3TOM CYIIECTBYET ONTHMAIBHOC Pa3MEIlCHHE TIEPEKITIoUareicii, 00eCreunBarolee B 3aBUCHMOCTH OT PacIpeIeICHuUs
T10 Ty TSIM TPEMSTCTBUM NIepeiadl CUTHAJIOB MAKCUMYM HaICKHOCTH niepenad. Odcy:kaenue. Pe3ynbrarbl ncciae10BaHus!
MOTYT OBITh MPUMEHEHBI IPU IPOTHO3UPOBAHUH HAAEKHOCTH M 00OCHOBAHUU MPOEKTHBIX PEIICHUH MOCTPOCHUS
OTKa30yCTOMYMBBIX MHOTOITYTEBBIX PEKOHPHUTYpUPYEMbIX OECIIpOBOIHBIX ceTeil. B mampHeimem mpennonaraeTcs
paccMoTpeTh OoJiee CIOKHBIE TOTIOJIOTHU CETEH C YYEeTOM BIHMSHUS PEKOH(PHUTYPALUH Ha HAISKHOCTh M Ha 3aICPIKKU
JIOCTaBKH MAKETOB.
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Abstract

Methods for ensuring and evaluating the reliability of wireless reconfigurable multipath networks are considered. The
fault tolerance of multipath wireless networks is maintained using a limited number of interconnected switching nodes
which allow reconfiguration when traffic is redistributed through the connected path segments. The aim of the work is
to increase the reliability of transmissions in multipath wireless networks as a result of justifying the choice of route
switches, taking into account the impact on the probability of packet delivery of both failures of switching nodes and
combinations of various obstacles to signal propagation along a set of communication paths with the addressable node.
To compare network construction solutions, a model is proposed that reflects the influence of the location of path switch
nodes on transmission reliability. The study of the reliability of a wireless multipath network is based on a combination
of analytical and simulation modeling. An assessment of network reliability involves its decomposition, taking into
account possible combinations of failures of path switch nodes and their impact on reconfiguration capabilities as a result
of switching path segments that have retained the connectivity of their constituent nodes after failures. The probability
of packet loss during transmission over wireless channels is estimated as a result of simulation using OMNeT++ tools.
The proposed approach makes it possible to combine estimates of the reliability of the network structure and the process
of data transmission (packet delivery) through it, taking into account node failures as well as constant and changing
obstacles (conditions) of signal propagation between nodes. The possibilities of increasing the reliability of wireless
networks with multipath routing are analyzed as a result of optimizing the placement of a limited number of inter-path
gearshift nodes. A simulation and analytical model of the reliability of wireless reconfigurable multipath networks is
proposed, which takes into account failures of communication nodes and packet losses with variations in the location
of physical obstacles to signal transmission between nodes when assessing the probability of packet delivery. It is
shown that the choice of the location of the inter-path switching nodes significantly affects the reliability of packet
delivery, while there is an optimal placement of switches, which ensures maximum transmission reliability depending
on the distribution of signal transmission obstacles along the paths. The results of the study can be applied in predicting
reliability and substantiating design solutions for building fault-tolerant multipath reconfigurable wireless networks. In
the future, it is expected to consider more complex network topologies, taking into account the impact of reconfiguration
on both reliability and packet delivery delays.
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BBenenue

BbrIcokast HaIle)KHOCTb paclpee/ICHHbIX CUCTEM BO3-
MOYKHA IIPHU OPTaHU3AINH CBA3H Yepe3 N30BITOYHYIO MHO-
TOIYTEBYIO CE€Th C ONITUMH3AIHMEH MapIIPYTOB M UX PEKOH-
(urypanueii npu HaKOIUICHUU 0TKa30B. B cooTBeTcTBHY C
KOHIenuel pekoHdurypupyemsix cereit Software-Defined
Networking npeycMarpuBaeTcsi BO3MOXXHOCTB IMHAMHYE-
CKOH peKoH(]HUTypaly CeTH B peajbHOM BpemenH [1, 2],
rapaHTHPYsl, YTO KPUTUYECKN Ba’KHBIE TOTOKHU, TAKHE KaK
CBEpXHA/IS)KHbIE KOMMYHHKAIIUU C MaJIOH 3a1€p>KKOH, 110-
JTydaT HeoOXOIMMBIE pecypchl 0€3 CHI)KEHHS 10Ty CTUMOTO
YpOBHSI 00CTy)KMBaHUS IPyTUX MOTOKOB [3]. B padote [4]
MIPOAHAIN3UPOBAHO BIIMSIHUE PA3MEILCHNS KOMMYTalllOH-
HBIX Y3JIOB Ha 4aCTOTY KOJJIM3HMH U IOMEX IIPU Iepeiaue
JaHHBIX. DPPEKTUBHOCTD UCTIONb30BAHUSI U30BITOYHOCTH
MHOTOITYTEBBIX CETEi BO MHOTOM 3aBHCHT OT OPT'aHU3AIUH
MapIlpyTU3alKH, aJanTHBHON K U3MEHEHUsIM Tpaduka, 1
CBSI3aHHOCTH CETHU M3-3a HAKOIUICHHsI OTKa30B KOMMYTalU-
OHHBIX y3710B. Cpeu aKTUBHO NMPUMEHSIONIUXCS METO/I0B
MHOT'OITy TEBOH MapLIPyTH3aLlUH BBIIEIISICTCS METO Ha OC-
Hose anroputMma Route Optimization and Service Assurance

(ROSA), KoTOpPBIil ONTUMU3HUPYET CETEBBIE My TH AJIS KiIac-
coB TpadukoB Deterministic Networking u Scheduled [5, 6],
4TO 00ECIEeYNBaET Mepeiady MOTOKOB C BBICOKUM IIPHOPH-
TETOM 10 ITyTSIM C MUHUMAJIbHBIMH 33/IeP)KKaMU M HU3KUMH
notepsmu. Anroputm ROSA, nepepacnpenenss NOTOKH
0 KpaT4aiIiiM MapuipyTam, MO3BOJISIET CHU3HUTH MOTpe-
O6nenne sHepruu 6e3 ymepOa Uit IPOU3BOAUTEIBHOCTH
[7]. B To e BpeMs 0H TpeOyeT BHICOKOW BRIYHCIHTEIBHOM
MOIIHOCTH ISl ONITHMH3AINH MapuIpyTOB B PEalbHOM
BPEMEHHU U CHJIBHO 3aBHCUM OT IIEHTPAJIN30BAHHOTO KOH-
Tposepa, IPUBOASIIETO K PUCKY €INHON TOYKH OTKa3a.
B cBs3u ¢ atum anroputm ROSA ys3BuM i kubeparak
[8] m MOXxeT oTpuUIIATENEHO BAMSTH HA HAJIEKHOCThH CETH.
J1uist GecripOBOTHBIX CETEH CHIKEHUE DHEPTroNnoTpeOIeHUs
MOKET JOCTUraThCs MPH KJIACTEPU3ALMH, KOTJIa MHOXKE-
CTBO Y3JIOB CETH pa30MBaeTCs Ha KJIacTephl C HA3HAYCHUEM
B KQJKJOM U3 HUX TOJIOBHOTO Y3J1a, OCYILECTBIISIIOIIETO
CBsI3b BHYTPH KJacTepa U MexIy kiactepamu [9-13].

J1J11 MHOTOTTYTEBBIX CeTel BasKHBIM SIBIISETCS 000CHO-
BaHNE CTPYKTYPHBIX PELICHUH 00eCIIeUeHNsT NX HaIeKHO-
ctu [14-16]. B paborax [17-20], paccMOTpeHBI AOTIOIN-
HUTENbHBIE BO3MOKXHOCTH 00ECIIEUeHNs HAJCKHOCTH U
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MMUTaUMOHHO-aHanMTu4eckas Moaesb HaaeXXHOCTN C BO3MOXHOWM pennnkaumei nepeagau. ..

CBOEBPEMCHHOCTH IEpeiay MaKeTOB B MHOTOITYTEBBIX Ce-
TSIX, CBSI3aHHBIC C ONITHMAIIbHBIMU CErMEHTAIIUCH 1 KPATHO-
CTBIO PCIUTMKAINCH ITAaKETOB B 3aBUCHMOCTH OT MIPEACIBHO
JIOITyCTUMOM 3a/ICPIKKH UX JOCTaBKHU aJipecary.

[ToBwIIeHNE HAACKHOCTH U OTKA30YCTOWUHBOCTH
TIPOBOJHBIX MHOTOITYTEBEIX CETEH MpU PEeKOH(PHUTYpaIHH,
TTO3BOJISTIONIEH COPMUPOBATH HOBBIE MAPIIIPYTHI M3 COXPa-
HUBIINX CBS3aHHOCTH MOCTIE OTKA30B CETMEHTOB MIEPBOHA-
YanbHBIX MyTeH, nccienoBano B [21, 22]. IlepexmroueHne
MapIIpyTOB PEajnu3yeTcsl C MOMOIIBI0 OrPAHUICHHOTO
Yuclia CBSI3aHHBIX MEXIY COOOW KOMMYTAIMOHHBIX Y3-
JIOB-TIEPCKITFOYATEIICH, TTO3BOJISIFOINUX TPOBOIUTH PEKOH-
¢durypanuio npu GopMUPOBAHUH 0OXOIHBIX MapPIIPYTOB,
HCIIOJIB3Ysl COXPAHUBIINE CBSI3aHHOCTh CETMCHTHI My TEH.
J1J1s1 MHOTOTTY TEBBIX MPOBOIHBIX CETEH MECTO pa3MEIICHUS
OTPaHUYCHHOTO YHUCIIa KOMMYHUKAITMOHHBIX Y3JIOB, OCY-
IICCTBISIOMINX TIepepacpeesiCHIe IIOTOKOB MPH PEKOH-
¢urypamuu [21, 22], CyIIIeCTBEHHO BIUSACT HAa HAJIC)KHOCTh
1 TIPOU3BOAUTEIEHOCTD CETH.

Lenpio HacTOAImICH pabOTHI ABIAETCSA UCCIEIOBaHIE
BO3MOKHOCTEH TOBBIIIECHHS HA/ICKHOCTH MHOTOITYTEBBIX
0OeCIPOBOIHBIX CETel B 3aBUCHMOCTH OT BBIOOpA MECTO-
PACIIOJIOKEHHMsI TTePEKIIIoYaTesIeld MapIIPpyTOB C YYSCTOM
BJIIMSIHUA HA BepOﬂTHOCTI/l JOCTAaBKHU ITAKECTOB aﬂpecaTy KaK
OTKa30B KOMMYTAI[MOHHBIX Y3JIOB, TaK U PACIIOJIOKCHHUS
MPEISATCTBUIA PACIPOCTPAHCHHS CUTHAJIOB 110 Pa3IHYHBIM
Iy TSIM CBSI3U C aJIPECYCMBIM Y3JIOM.

HccnenoBanue HaJSKHOCTH OECIPOBOTHOW MHOTO-
IyTEBOM CETH IpeJIaraeTcsi MPOBECTH MPH COYCTAaHUU
AHAIUTUYCCKOTO U UMHUTAIHOHHOTO MOACITUPOBAHHH.
OreHKa HAICKHOCTH CETH OMUPACTCS HA €€ JCKOMITO3H-
LU0 C YIETOM BO3MOYKHBIX KOMOWHAIINN OTKA30B Y3JI0B
Nepekiroyaresieil MyTed U UX BIMSHUE Ha BO3MOXXHOCTH
PEKOH(UTYpAIUH ¢ IEPCKIIOUCHUEM CETMEHTOB MyTEH,
COXPaHMBIIUX MOCIIE 0TKa30B padOTOCMOCOOHOCTH COCTAB-
JITFONIMX WX y3710B. OlieHKa BEPOSITHOCTH MIOTEPH ITAKETOB
MpH TIepeave mo OCCIpOBOIHBIM KaHAJIaM yUUTHIBACTCS
OTJAEIBHO B PE3yJbTaTe UMHUTALMOHHOTO MOJICITUPOBAHUS
IIPU Pa3IMYHBIX YCIOBHSX PACIPOCTPAHCHUS CUTHAIIOB.
AHAJIUTHYCCKYIO MOJICNTb CTPYKTYPHOI HAJACKHOCTH B CO-
YEeTaHWH C Pe3yIbTaTaMHi HMUTAIIMOHHOTO MOJICITUPOBAHUS
10 OIICHKE BEPOSITHOCTH MOTEPH TTAKETOB IIPH CBSA3H MEK-
Iy COCETHUMH y3JIaMHU TIPEIJIaraeTcsl HCIOIb30BaTh IPH
OIIEHKE Ha/Ie)KHOCTH (BEPOSTHOCTH YCHEITHOCTH) TIepeaad
OT UCTOYHUKOB TAKETOB JI0 aJpecaroB. IMUTAIMOHHOE
MOJICTUPOBAHUE MTPOBOJUTCS C HUCIIOIB30BAHUEM HHCTPY-
MeHTanbHBIX cpencTB OMNeT++ [23].

IIpennaraemplii IOXO/ MO3BOJISIET COBMECTUTH OLIEHKH
CTPYKTYPHOU HAJICKHOCTH CETH U HAJIC)KHOCTH IMpoIecca
nepeayy JaHHbBIX (JOCTaBKH MAKETOB) Yepe3 Hee ¢ y4e-
TOM CTPYKTYPHBIX OTKa30B y3JIOB, a TAK)KE MTOCTOSHHBIX U
MEHSIOIINXCS MPETATCTBUH (YCIIOBHI) pacpoCcTpaHEeHUs
CUTHAJIOB BO BPEMEHH H B IPOCTPAHCTBE (MEKIY pa3iImd-
HBIMH TIapaM{ KOMMYTAIlHOHHBIX Y3JIOB), BIHSIOMINX Ha
BEPOSTHOCTH ITOTEPH MAKETOB.

Moaenb HAIEKHOCTH ﬁeCHI)OBO}_IHOﬁ CeTHn

CrpyKTypa UccleyeMOi MHOTOITyTEBOM CETH MOKa3aHa
Ha puc. 1. B ceru BbIeneHs! jBa 0a30BBIX IyTH CBSI3H C
ajipecyeMbIM y3JIoM. byieM cuuTark, 4To BEpXHUHA 1 HIK-

HHH MyTH BKJIFOYAIOT OJJMHAKOBOE YHCIIO KOMMYTAIlMOHHBIX
y310B n. B ceTu nMmeercs napa y3iaoB-nepekitogareneit
MapuIpyToB (peKoH(HUrypaTopoB), MO3BOJISIONUX Tepe-
HAIpaBIIATh TIOTOKH 3aIPOCOB MEX/Y AByMs 0a30BBIMH
myTsamu. OO11Iee 9uciIo y37I0B, BXOAAINX B KaXKIBIH ITyTh, C
YUYETOM HepeKIodaresist coctasmsier n + 1. Hueno y3nos 1o
y3a-IIepeKITIouaTesist Iy Teil paBHO /11, @ OT MEPEKITIOUaTENs
JI0 y371a ajipecara (cepBepa) paBHO 1 — 1.

CraButcs 3a/1a4a OLICHKH BIMSIHUSI MECTa PACTIOIOXKeE-
HHSI KOMMYTAIIMOHHBIX Y3JI0B, CBS3bIBAIOIIUX Pa3HBbIE ITyTH,
Ha HaJIGKHOCTb CETH C Y4eTOM (PU3HUECKUX OTKa30B KOMMY-
TAIMOHHBIX Y3JI0B M HA/IC)KHOCTH TIepeiad aKeTOB MEKILY
rapaMy CBSI3aHHBIX MEXJly COOOM y3JI0B, COCTABIISIONINX
nyTH. VICTOYHHMKH 3aIIpOCOB B 3aBUCHMOCTH OT MECTOIIO-
JIO)KCHHSI MOTYT IOAKIIIOUAThCSI K OTHOMY M3 JIBYX ITyTeH
1 K 000MM OJTHOBPEMEHHO, YTO 00YyCIIOBICHO MOMaJaHneM
CHUTHaJIa B 30Hy 0a30BbIX cTaHIMi. MccinenoBanue Hagex-
HOCTH CETH ITPOBEJCHO ITPY COUYETAHUH aHAIUTHYECKON U
MMUTALMOHHON Mojeiel. IMUTallmOHHOE MOAETUPOBaHHE
MPOBOUTCS TIPH PA3TMIHBIX YCIOBHUSIX PACTIPOCTPAHEHHS
CHTHAJIOB H IIPUBSI3KE PACIIONOKEHHS y3JI0B HA MECTHOCTH.

IIpu momenupoBanuu B cpene OMNeT++ nus kax-
JIOTO y3J71a YKa3bIBA€TCA €ro MECTOIOJIOKEHHUE U THUI
(AomdvRouter). Tum y3ma noka3siBacT, Kakoil 0a30BbIi
MO/ b OYyJIeT UCHONB30BaThCS MPH €0 MOACIHPOBAHUH,
naripumep Adhochost, WirelessHost, Router, StandartHost
U JIpyTHE.

Monyne AomdvRouter ucromnb3yer Bech (pyHKIIMOHAT
obsranoro IP-xocra: crek TCP/IP, UDP, unrepeiicsr,
u T. 1. [Tapamerp isRetranslator mo3Bosnsier 3a1aBaTh JOTHKY
PETPAHCIISINH IS y37I0B-TIEPEKITIouaTesici, a ToaAMOIYIeM
MapIIpyTH3aIiy BeIOpaH 6a30Be1id Moxyts AODV. V3en-
MapIIpyTH3aTOP TMOAKIIIOYAETCS K TPAHCTIOPTHOMY YPOBHIO
JUTS KOPPEKTHON TMepeadn COOOIICHNI MEXIY YPOBHAMI
CTeKa M OpraHU3alliy JIByXCTOPOHHEH CBSI3M BHYTpH y3J1a.
Ha puc. 2 nokasana cxema moayiasi AomdvRouter B Bujie
CBSI3aHHBIX MEX/y COO0I KOMITOHEHTOB CETH.

Just reneparun UDP-tpaduka B Mozeni Mcnonb3yercst
monyib UdpBasicApp. ITakets! pazmepom 512 b ornpas-
JSTOTCSL ¢ TiepuoAngHOCTRIO 1 ¢. Mims makera ControlData
M03BOJISIET COOMPATh CTATUCTUKY IO KOJUYECTBY OT-
MpaBJICHHBIX, TOCTABICHHBIX U MTOTEPSIHHBIX ITAKETOB.
Konwurypariust nCToIHNKa 3aPOCOB 33a€TCSI B BUJIE:

* host* numApps = 1

* host*.app[0].typename = "UdpBasicApp"

* host*.app [0].destAddresses = "10.0.020"

* host*.app [0].destPost = 1000

* host*.app [0].messageLength = 512 byte

* host*.app [0].sendInterval = 1 s

* host*.app [0].packetName = "ControlData"

st mpuemunka npuMeHeH Moxyins UdpSink — cran-
JMApTHEIA KoMITOHEeHT u3 oubmuotexu INET, npennasna-
yeHHbIH miist nonyyenuss UDP-naketoB. OH mo3BosieT
MPUHAMATH BXOJSIIUE MTAKEThl HA 33JaHHOM IOPTY, a TaK-
K€ MOKET cOOMpPaTh CTATUCTUKY IO OOIIEMY KOJHYECTBY
MPUHSTBIX COOOIIEHNH 1 BpEMEHHBIM HHTEPBAJIaM MEXKITy
nepezadamMu, 9TO AA€T BO3MOKHOCTb ONPEAEIUTH A0IH
JIOCTaBJICHHBIX MTAKETOB M H3MEPUTH CPEIHIOIO 3aCPIKKY.

VY3716l B MOAENH paclojaraloTcs Ha ONpeaeIeHHOM
pacctossauu (160 M) apyr oT apyra, 4TOObI MAKETHI I1e-
peaBaich TOJBKO MEXIY KayKABIMU JIBYMSI COCEIHUMH
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Puc. 1. BapuaHTbI CBS3U UCTOYHMKA U [IPUEMHHUKA [1€peaay.

Py, Py, Pyy, Py, — BEPOSTHOCTHU yCHENIHOM NOCTABKH ITAKETOB YEPE3 COOTBETCTBYIOIINE CETMEHTBI CETH; )~ 9 — BEPOSITHOCTU
niepesiady akeToB MEeXy y31aMH; P — BEPOATHOCTh YCIENIHOCTH Nepeiad MakeTa Mex 1y BYMs IEpeKIIouaTeIaMu; p) — HaJle’KHOCTh

KOMMYHHKalIMOHHOTI'O y3J1a; p3 — HAaACKHOCTD Yy3Jia NCPCKIOYATCIIsA

Fig. 1. Communication options for the transmission source and receiver.

Py, Py,, Py, P,, — probabilities of successful delivery of packets through the corresponding network segments; aqy—a;9 — probabilities of
packet transmission between nodes; p, — probability of successful transmission of a packet between two switches; p; — reliability of the

communication node; p; — reliability of the switch node
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status app[numApps]
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2
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energyStorage
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energyManagement
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o]

wlan[numlIvlanInterfaces]

Puc. 2. llpencrasnennie AomdvRouter B OMNeT++
Fig. 2. Representation of AomdvRouter in OMNeT++

y37aMH OJHOW JINHUH U MMEJIH BOSMOXKHOCTB IEPeHTH Ha
JPYTYIO JIMHUIO TOJBKO Ha y3JlaX-peTpaHCiIATopax. DTo
OrpaHHYEHHE B MOJIEIIH YUTECHO MPH TIOMOIIH CIIEIUaIbHBIX
MOJLyJIeH, KOTOpPBIE IO3BOJISIIOT IMUTHPOBATh OCOOCHHOCTH
pacIpocTpaHeHH!s CUTHAIA.

OrpaHuuenys Mpy nepezade CUrHana 3a/1aloTcs ¢ oMo-
IBI0 ITapaMeTpoB communicationRange, interferenceRange
n detectionRange, koTOpbIe O3BOJISIOT MOBBICUTH TOU-
HOCTbh MOJICIIUPOBAHUs OCCIPOBOIHOM CBs3H. [Hamna3oH
cBs13u (communicationRange) — 3To paccTosHHUE, Ha KO-
TOPOM IIepeiada JaHHBIX OyneT ycIemHa. /luanasoH nomMex
(interferenceRange) — ob6macTh, B KOTOpOii mepemada Mo-
XKET CO3JaBaTh IIOMEXHU ISt IPYTUX YCTPOHCTB, IPUBOJHUTD
K OIIMOKaM M CHIKEHHUIO 3P (PEKTUBHOCTH Nepeaadn AaH-
HBIX. 3a IpeJiesIaMy 3TOTO JIMana3oHa repesiauu JaHHbIX He
BIIMSIIOT Ha JIpyTUeE Y3IIbl U HE MPEISTCTBYIOT UX pabore.
Juana3on ooHapyxenus (detectionRange) — ob6macts, e
CHTHAJI [Iepeiady MOXKET ObITh OOHAPYKEH, HO HE0CTaTOu-
HO CHJICH JUISI YCHENTHOTO JICKOIUPOBAHHMS IAHHBIX.

3HaueHUs STUX NapaMETPOB B MOJICIIH:

** radio.transmitter.communicationRange = 180 m

** radio.transmitter.interferenceRange = 400 m

** radio.transmitter.detectionRange = 800 m

s ucenenyeMoi ceTu BEPOSITHOCTh TOCTaBKU Ia-
KETOB OT MCTOYHHKOB, IIOJKJIIOYCHHBIX TOJBKO K OJHOMY
BepxHeMy (P,) uiu HIKHeMYy (P3) IyTH, IPH BO3MOXKHOI
peIUIMKaIMY TIepeay 110 CerMEeHTaM, CBS3bIBAIOIINX Y3IIbI
HEePEKITIOYaTeId ¢ a/[pecaroM, BEIYUCIIIETCS KakK:

Py =Py [p3po(1 — (1 = P)(1 = Py)) + ps(1 — pap3)P1s),
Py =P, [pipo(1 — (1 = Po)(1 — Pyy)) + p3(1 — pop3)Pas].

J51st NICTOYHHKOB, KOTOPBIE MOTYT OBITh MOAKIIOUCHEI
Kak K IIEpBOMY, TaK U KO BTOPOMY ITyTH:

Py =pipo(1 — (1= Pp)(1 = Py)(1 — (1 = Pp)(1 = Pyy)) +
+p3(1 = p)(1 = (1= Py Pyp)(1 = Py Ppy)) +
+2p3(1 = P3)((P1 1P + Py Py).

Ipu stom Py = pi'Poy 1, Pyy = pi'Pogrs Pra=pi " Poras
Py =p1"'Pogy, 11 Py, Poras P> Poga — BeposTHoCTH
JOCTAaBKHU IMMAKETOB B KAXJIOM U3 CEITMCHTOB, IOJTy4a€MbIC
B pE€3YJIbTAaTC UMUTAIITMUOHHOI'O DOKCTICPUMCHTA.

Eciu y311bl IepekIioyaTel MapIpyToOB CBSI3aHbI MEXK-
Iy co00it uepes rpyIy 71 MOCIEI0BATEIBHO COCIHHEHHBIX
KOMMYTaLUOHHBIX Y3II0B, TO po = (p1d()™0, ay — BEpOAT-
HOCTb IIepe/ladyl TaKeTOB MEXKY COCEIHUMU KOMMYTAIH-
OHHBIMH y3IIaMH.

ITpy HEOTHOPOIHOCTH MPETITCTBUN MEK/LY COCCITHIMH
y3JIaMH BEPOSITHOCTH TIepefiad MEKAY y3IaMHU IO JIBYM
OCHOBHBIM ITyTSIM XapaKTePU3YIOTCsl MATPULCH (|d; j{|2x(n+2)»
0 KOTOPOH:

ny n+l
— n — n—-n
Py =pi'llagy, Pr=pi "1 ags
Jj=0 Jj=ni
n n+l
— n — n—-n
Py =pi'[lay, Py, =pi "] ay
= =

B kagecTBe 00001aI01IETO KPUTEPUS HAJEKHOCTH
nepead UCIOIb3yeTCsl CPeHAS BEPOATHOCTh 10CTABKU
nakera aapecary: P = Pia, + Pya, + Pzas, T1€ a4, a,, a3 —
JI0JIU TpauKa OT NCTOYHUKOB, IOAKIIFOYEHHBIX K TIEPBOMY,
BTOPOMY U 000MM NyTsIM, a; + a, + a3 = 1.

Pacuet nposenen npu n = 20 y31ax, COCTaBISIIOIINUX
KaXKIbIH Iy Th, IPM MHTEHCUBHOCTH OTKa30B A = 104 1/4 u
WHTEHCUBHOCTH BoccTaHoBieHus | = 0,1 1/9. Hame:xxHOCTD
Y3JI0B OIpenenseTcs mo K03p(HUINEHTY TOTOBHOCTH:

1= p3= WO,
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s onpenescHUs 3aJCpKKU M OCJIa0JICHUST CUTHA-
Jla ¢ y4eTOM MPEeNsTCTBUN pacnpoCTpaHEHHS DIEKTPO-
MAarHuTHBIX BOJIH B JHMRJIEKTPUUECKHUX cpellax MpU Mo-
nenmupoBanud B OMNeT++ (INET) ucronp3oBan kitacc
DielectricObstacleLoss.

JKcNepuMeHTAIbHAs OLleHKA BEePOSITHOCTH
YCHCLIHOM I0CTABKHU AKeTOB

Pesynbrarhl OLleHKH BEPOSITHOCTH P ycneurHoi mo-
CTaBKH MaKETOB aJIpecaTy B 3aBUCUMOCTHU OT YHCJIa y3JI0B
1y 0 y31a-NepeKIIouaTens ¢ yueTOM BO3MOXKHBIX OTKa30B
y3JI0B IIPEICTABICHBI HA pUC. 3, HA KOTOPOM CEMENCTBO
KPUBBIX, OTPa)KaeT 3aBUCUMOCTb BEPOSTHOCTH JTOCTABKH
P(ny, a3, ay, a,). Pacuers! mposenens! npu Py, = 0,998,
P012 = 0,992,P021 = 0,995,P011 = 0,989 BEPOATHOCTAX 10~
CTaBKH [TaKETOB B CETMEHTAX ITyTEH B MOIEIIH O€3 IPETIATCTBUI
(ompenensemMble MPU UMUTAIMOHHOM MOJICITUPOBAHH ).

B crnenyromiem skcepuMeHTe CMOJIETUPOBAHO pac-
MPOCTPAHCHHUE CUTHAIA B OCCIIPOBOMHOM CETH C YYCTOM
PacoNoKeHUs y3JI0B BTOPOT'O ITyTH CPEAN XBOWHOTO Jieca.
Kaxp1ii y9acTok jeca MOIEITUpPyeTCs Kak 00JIacThb C paju-
ycoM 35 M, pacrosioKeHHasi MEXy KaxJa0d mapoi y3JoB
Ha oxHOM myTH (puc. 4). 3nauenue dielectricLossTangent
IUTSL KQXIO0W 00NTacTH MPEMATCTBUN MPHHUMACTCS PaB-
ubiM 0,8 nb/M, 3Hauenue propagationSpeed — 2,2-108 m/c.
[lony4yeHHBIE ¢ MOMOILBIO UMUTALIMOHHONW MOJENIN Be-
POSITHOCTH JOCTAaBKHU MAKETOB [JIsI CETMEHTOB IYTEH:
POll = 0,998, P012 = 0,997, P021 = 0,992, P022 = 0,97

PacdeTsl, BBIMONHEHHBIE C YUETOM MEpead B yCIOBHSIX
TyMaHa U B TOPOJICKOM cpefie, TOATBEPIKIAIOT YCTaHOBIIEH-
HBIM BUJ] 3aBUCUMOCTEN BEPOSITHOCTH JIOCTaBKH MTAKETOB OT
YHUCJIa y3JI0B JI0 TIepeKItoyaresneit myTei.

IIpencraBiaeHHBIE pacyeThl MOKA3bIBAIOT CYIIECTBO-
BaHUE ONTUMAJIBHOIO PACIONIOKEHUS y3J0B IEepeKIroda-
TeNnel, IpU KOTOPOM JTOCTUIaeTCsl MaKCUMaJIbHAsl HaJ1eXK-
HOCTb T10 JIOCTaBKe MTAaKeTOB ajipecary. Beibop Hamrydmero
PacCIONOXKEHUs MEPEKIIIoYaTeNell 3aBUCUT OT XapaKTepH-
CTUK OKPY’KAaIOIEH Cpelbl, B TOM YUCIE MOTOAHBIX yC-
TOBUH M Hanmuuus (puzndeckux npenstcteuil. Ciemnyer
3aMETHUTh, YTO NPH BBHIOOPE CTAMOHAPHOTO Pa3MELICHUS
Y3II0B IIEPEKIIFOUATENIel B OCHOBHOM JIOJKHBI OBITh YUTECHBI
pacIoIokKeHne MOCTOSHHBIX MPEMSTCTBHH, a IIOTOIHBIC yC-
JIOBHSI MOTYT OBITh JIOTIOJIHUTEINILHO YUTEHBI CTATUCTHYECKU
MIPU MTOCTAHOBKE 3a/1aul MPUHATUS PELICHUH B yCIOBHUS
HEOIPEICIIEHHOCTH.

O0cyxnenne pe3yJibTaToOB

HoBu3Ha uccnenoBanuil 3akia04acTcss B TOM, 4TO Ha
OCHOBE TNPEIOKECHHONH UMUTAIMOHHO-aHATHUTHYECKAs
MOJIEJIN HAJICKHOCTH OECIIPOBOTHBIX PEKOH(DUTYPHPYEMBIX
MHOTOITyTEBBIX CETEH YCTAHOBIEHO BIMSHHUE HA CBSI3aH-
HOCTb CETH M HaJEKHOCTb JIOCTaBKU MAaKETOB MECTOpac-
MOJIOXKEHHUS Y3JI0B Mepekitodareneit myteil. MccnenoBanue
MPOBEJICHO C YYCTOM BO3MOXKHBIX KOMOWHAIIMI OTKa30B
KOMMYHUKAIIMOHHBIX Y3JIOB U MOTEPH AKETOB B 3aBUCHMO-
CTH OT BapualUil pacroaoKeHus MPENSITCTBUMN, BIMSIIOILNX
Ha IPOXOXKJACHUS CUTHAJIOB MEXY y3JIaMHU.

[ToydeHHbBIe Pe3yIbTaThl MOTYT OBITH TPUMEHEHBI TIPH
MIPOTHO3MPOBAHIH HA/IEKHOCTH U 0O0CHOBAHUHU MPOCKT-
HBIX PEIIEHUI TOCTPOEHUS OTKa30yCTONYHMBBIX MHOTOITY-
TEBBIX PEKOHPUTYPUPYEMBIX OECIPOBOIHBIX CETEH.

B xadecTBe maibHEHIIIETO Pa3BUTHS PabOTHI MPEIIIoia-
raeTcsi PaCCMOTPETh OOJIee CIIOXKHBIE TOIIOJIIOTHH CETeH C
YUYCTOM BIIUSTHHS MX PEKOH(PUTYpAIUH KaK Ha HAJCKHOCTD,
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Puc. 3. 3aBucuMoCTH BEpOSITHOCTEH OCTaBKH MTAKETOB aipecary P OT 4ncia y3JI0B 0 MepeKIoyaTeneil MapIpyToB (1)
IIpY paBHOMEPHOM (a) U HEpaBHOMEPHOM (b) pa3/ieNeHusIX IIOTOKOB MEKIY TIEPBBIM U BTOPBIM Ty TSMH.

ay, dyp, d3 — J0JIM NAKETOB, JOCTYIIHLIC JUIA NIEpeaavin OT UCTOYHHKA 110 ABYM ITYyTSAM, U TOJILKO I10 IIEPBOMY HJIM BTOPOMY ITyTH

Fig. 3. Dependence of the probability of packet delivery to the destination P vs. the number of nodes to route switches 7,
with uniform (@) and uneven (b) flow separation between the first and second paths.

ay, a,, a3 — the proportion of packets available for transmission from a source along two paths, and only along the first or second path
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Puc. 4. 3aBUcUMOCTH BEpOATHOCTEH JOCTABKU IIAKETOB aJipecaTy P OT 4ucia y3J10B JI0 IepeKiirouaresieil CEerMEeHTOB U 10J1eH
TpaduKa a Ipu PaBHOMEPHOM (@) U HEPAaBHOMEPHBIM (b) pa3aeseHHsIX HOTOKOB MEXK/y EPBBIM U BTOPBIM IYTSIMH HIPH
PACIONIOKEHUH YaCTH y3JI0B B XBOWHOM Jiecy

Fig. 4. Dependence of the probability of packet delivery to the addressee P vs. the number of nodes to the switches of segments and
the shares of traffic a with uniform (@) and uneven (b) division of flows between the first and second paths when some of the nodes
are in a coniferous forest

TakK U Ha 3HepFOHOTpe6H€HI/Ie Y3J0B CCTHU U 3aJCPIKKHU
JOCTAaBKHU IMAaKCTOB.

3akarouenne

B pabote mpoBeseHo Hcciaea0BaHNE BO3MOKHOCTEH
TIOBBIIIEHUS HAJIE)KHOCTU OECIIPOBOJIHBIX CETEN ¢ MHO-
TOIlyTeBOM MapLIPYTU3ALMUEN B pe3ysbTraTe ONTUMU3ALUU
pa3MeleHus: OrpaHMYEHHOTO YHCIIa Y3JI0B MEXITYTEBOTO
MepeKIIoUeHUs epeaad.

[Ipennoxena UMUTALIMOHHO-aHAIUTHYECKAsT MOJEIb
HAJIC)KHOCTHU OCCIIPOBOIAHBIX PEKOHMUTYPUPYEMBIX MHOTO-
ITyTEBBIX CETCH, KOTOpas YIUTHIBACT IIPU OIICHKE BEPOSTHO-
CTH TOCTAaBKH ITAKETOB a/Ipecary KaK OTKa3bl KOMMYHHKa-
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LIHOHHBIX y3JI0B, TaK U MOTEPH MAKETOB C yUETOM Bapuanuit
pacrionoXeHus PU3NUECKUX TPETSITCTBUH MPOXOXKICHHS
CUTHAIA.

IIpu noctpoeHun Mojenu NpoaHANU3UPOBAHO BIUS-
HUE BapHAHTOB TOAKJIIOUYEHHUS] HCTOYHUKOB TIepesiad Kak
C MOJIHOM, TaK U C OTPAaHUYEHHON JAOCTYIHOCTbIO BCEX
MapIIpyTOB CBSI3H C TPUEMHUKOM B OECTIPOBOIHOMN CETH.

IToxazaHo, 4T0 BEIOOD pa3MEIIeHHs Y3JI0B MEKITyTEBO-
TO MEPEKIIOYCHHUS CYIIECTBEHHO BIHMSET HAa HAICKHOCTh
JIOCTaBKH MMAKETOB MPUEMHHUKY, IIPH DTOM CYIIECTBYET
pa3MelleHne NepekiIroyareneil, odecnednsaonee, B 3a-
BUCHUMOCTH OT pacClpeaAcCICHUA 1O IMyTAM HpCHHTCTBI/Iﬁ
Nepeaadyn CUTHAIOB, MAKCUMYM HaJIe’KHOCTH MHOTOITyTe-
BBIX Tlepeiau.
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